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openMIC Data Flow
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openMIC — Key Features

® Designed for deployment on critical, utility networks

® Polls substation devices for data — each device can be on separate
schedule

@ Default polling uses FTP, but openMIC can use custom downloaders to
accommodate proprietary device protocols —i.e., for BIN DFRs

® Uses IP or RAS/modem communications paths for downloading files
with event, configuration or trending data

® Other time-series data flows are supported over IP and serial using
Modbus, DNP3, STTP, etc.

® Includes a built-in web-based configuration system

® Includes logging and reporting on communication success and failure to
identify communications issues
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Web Configuration System

System Health

Counter
CPU Utilization
1/0 Data Rate
I1/0 Activity Rate
Process Handle Count
Process Thread Count
CLR Thread Count
Worker Threads
I/0 Port Threads
Thread Queue 5ize
Lock Contention Rate
Process Memory Usage
CLR Memory Usage
Large Object Heap
Exception Count
Exception Rate
IPvd OQutgoing Rate
IPv4 Incoming Rate
IPvE Cutgoing Rate
IPvE Incoming Rate

Statistics calculated using last 120 counter wvalues samp
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Edit APP Device Connection Task

Name:

Download Config Files

File Names or Extensions to Download:

*.Ini," par.".inf zip

Remaote Path:

Local Path:

+

ChUsers\sjenksiDocuments\GitHubapenMIC\BuildiOutputiC

Delete remote files after download
Limit remote file download by age (30 days)

Delete old local files after 365 days

Skip download if local file exists and matches remote

Archive existing local files before download
Overwrite existing local files
Synchronize timestamp of local file to remote

Task Settings:

fileExtensions=".ini,".par,.inf,"zip; remotePath=/

External operation application:

Maximum File Size to Download (MB):

1000

Maximum Files to Download (-1 = no limit):

-1

Directory Naming Expression:

XYY MM\

Local Path Aut

y8ar as -

as <MM=, day as <DD=>, device
name as <DeviceName=>, device
acronym as <DeviceAcronyms,

connecion profile nam: as
<ProfileName=

localPath=C\Jsers\sjenks\Documents\GitHub\o penMIC\Bulld\OutputiDebug\Applications\openMIC
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Download Progress Screen

openMIC

openMIC

Status

Query Limit: 100
METER1: 5 Downloads
Transterring file "TestFiles zip®

[2016-08-18 20:05:29.845]

19%

[ 19% |
ho Vo Wit .

AETERS: 4 Downloads

Transhérring fike "TestFiles ®

[2016-08-18 20:05:29.941]

METERZ: 4 Downloads

Transferring file "TesiFiles ba”

[2016-08-18 20:05:29.793)

T5%

Queve Processing...

METERSG: 4 Downloads

Transterring file "TestFiles ba”

[2016-08-18 20:05:29.837)

5%

Queuve Processing

F
)
#

METER3. 4 Downboads

Transferring file "TestFiles ba®

[2016-08-18 20:05:29.848]

T5%

Queuve Processing

METERT: 4 Downkoads

Transferring file "TesiFiles ba”

[2016-08-18 20:05:29.904]

Queue Processing,

Crueue All for Processing...

METERA4: 4 Downioads

Transferring file “TestFiles x®

[2016-08-18 20:05:29.878]

Queue Processing,
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Status

ACKERMAN_CC: [@MIC-ROC1] 2 Files Downloaded (2497 Total)
ALAMO_TN_CAPBK_AHM: [@MIC-ROC1] 2 Files Downloaded (1989 Total)
ALBERTVILLE_AL: [@MIC-ROC1] 0 Files Downloaded (36 Total)
ALCOA_TN_161_CAP1_RELAY: [@MIC-ROC1] 0 Files Downloaded (0 Total)
ALCOA_TN_161_CAP2_RELAY: [@MIC-ROC1] O Files Downloaded (0 Total)
ALCOA_TN_161_CAPBK

ALCOA TN_SS 1

ALCOA_TN_SS_2: [@MIC-ROC1] 0 Files Downloaded (12 Total)
ALLEN_CC: [@MIC-ROC1] 1 Files Downloaded (2450 Total)

ALLEN_FP: [@MIC-ROC1] 0 Files Downloaded (1,691 Total)

ALPHA_GA: [@MIC-ROC1] 0 Files Downloaded (6 Total)

ANGELTOWN_TN: [@MIC-ROC1] 0 Files Downloaded (7 Total)
APALACHIA_HP: [@MIC-ROC1] 0 Files Downloaded (0 Total)
APISON_PIKE_TN_13-T1

APISON PIKE TN 13-T2

APISON PIKE TN 13-T3

ARDMORE_AL: [@MIC-ROC1] 0 Files Downloaded (6 Total)
ASCEND_AL_13_B500_TOTAL: [@MIC-ROC1] 0 Files Downloaded (0 Total)
ATHENS_AL: [@MIC-ROC1] 0 Files Downloaded (8 Total)

ATHENS_TN: [@MIC-ROC1] 0 Files Downloaded (0 Total)

BARKLEY HP: [@MIC-ROC1] 0 Files Downloaded (0 Total)

BASIN TN: [@MIC-ROC1] 0 Files Downloaded (31 Total)
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Recent openMIC Improvements

® Improved FTP time constraints
® Support for overridable task schedules
® Added support for priority-based download schedules,

include custom task schedules

® Ability to queue tasks with time-constrained download
® Updated CRON schedule validation and help dialogs
® Included support for STTP in openMIC for improved time-

series data distribution, e.g., from DNP3 or Modbus
DNP3 updated with TLS support
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openMIC Enterprise Edition

® Ability to interrogate substation devices using vendor specific,
proprietary protocols

= |ON meters
= Dranetz 61000s
= SATEC meters

® These custom adapters produce well-formed PQDIF so that raw data can
be achieved vis-a-vis other meter types

® Ability to horizontally scale into a high-availability, load-balanced system

* One system, typically a fail-over cluster, is setup to be the primary scheduling system
* Any number of other systems are then setup as subordinate pooled worker instances
* Pooled instances can easily come and go for maintenance or load distribution

® Ability place devices in a substation where there has been a breaker
operation at the top of polling queue

® Available at the cost of standard maintenance for openMIC
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