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Products Impacted by GSF
Q1 & Q2 Improvements

* openPDC
* SIEGate (replaced the openPG)
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Detailed List of GSF Improvements

Added code to take privileges into account when listing commands that are available to remote console clients

Abstracted sub-second distribution and alignment functions used throughout system

Updated OSI-PI output adapter with enhanced feedback for exceptions and long running processes, e.g., meta-data synchronization
Updated local group enumerations to apply a schema filter to help with children enumeration of root DirectoryEntry on Windows 8 systems
Fixed installer action for user authentication when authenticating a managed service account

Improved password input for remote console applications to support backspace and escape keys for correcting mistakes when typing
passwords

Fixed issue writing COMTRADE FRACSEC values when no subsequent digitals are being exported
Made COMTRADE export change start-time to start with first data sample

Modified export and trend functions to "re-open" archive on operation such that latest point data can be loaded (basically forcing a data-
block allocation table reload)

Fixed various minor timebase issues in IEEE C37.118 and IEC 61850-90-5 protocols

Updated the Historian Trending Tool to fix bugs, provide more configuration options, and improve the usability of certain features (e.g.,
opening archive with an alternate offload location)

Updated DNP3 adapter for latest build of openDNP3

Updated data quality reporting screen to list all cached reports and better manage pending reports

Added DNP3ConfigGenerator to help setup DNP3 adapter

Fixed timestamp alignment in COMTRADE export to fill gaps where data may be missing

New reporting engine for generating daily data quality reports

Fixed COMTRADE dependencies and Historian Trending Tool crash on export

Added logic to grant permissions to existing users when migrating databases using the Configuration Setup Utility
Added additional security to certain remote console commands

Improved feedback and logging in the OSI-PI output adapter

Minor performance improvements for alarming
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Detailed List of GSF Improvements
(Continued)

Fixed an issue in FramelmageParserBase that was pooling objects in memory which were no longer in use (major issue correction)

Modified users of the AsyncDoubleBufferedQueue to use the new signaling mechanism of the DoubleBufferedQueue rather than polling
(faster)

Updated to dnp3 adapter to proxy log messages from the IDNP3Manager singleton to laon session through one of the adapter instances
Implemented DoubleBufferedQueueManager in the RoutingTables (optimization)
Eliminated race condition between Initialize and RefreshMetadata in OutputAdapterBase

Modified processing queues to work with simple locks and List<T> instead of ConcurrentQueue<T> since this is faster when dealing with
groups of items (most common use case)

Fixed ConcentratorBase so it would work at extremely high frame rates.
Eliminated a race condition that caused regular adapters to be treated as broadcast adapters at startup, before adapter initialization.

In ServiceHostBase, modified actions that cause system configuration to be reloaded. Instead of queuing up several requests to be
executed one at a time, requests are instead queued up to be executed once for all matching requests

Implemented configuration augmentation and conditional data operations for database configurations to speed up ReloadConfig for large
databases (major optimization)

On configuration load, modified the routine to load from cached configuration so that it checks for the existence of the cache file before
attempting to load it

Fixed the Output Device Wizard in the Manager so that removing devices from an output stream does not take an unreasonably long
amount of time (Manager scalability)

Added time-quality flags measurement, for phasor protocols that support this, that is associated with a connection (e.g., directly connected
device or concentrator). Quality flags can then archived and/or applied to an output stream. Output stream time-quality can be a
measurement dervied from a hardware clock

Updated initial data set schemas to include new "Quality Flags" signal type
Added feature to update signal reference of quality flags when the acronym of an output stream is changed

Fixed the issue on page load for the Output Streams page where the config frame size calculation was not properly resolving to the size of
the selected item
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Detailed List of GSF Improvements
(Continued)

Converted MeasurementKey to a class and provided more explicit factory functions for creating and/or looking up measurement keys
(major optimization)

Fixed issues with device updates related to renaming, changing historian and changing company with associated measurement
information roll down (edge case fixes)

Throttled messages in local output adapter related to possible out-of-sequence data

Improved the performance of RuntimelD lookups in the SignallndexCache

Disabled payload compression by default in pub/sub communications since this is time consuming and only needed when bandwidth is at a
premium

Updated high-volume status message suppression logic to work better under load
Fixed a bug that was causing the historian to attempt to offload the active file when offloading is enabled

Updated configuration caching to be on an independent thread instead of being tossed on the thread pool to reduce thread pool thrashing
at startup with lots of devices

Fixed possible "null reference" exceptions and "an item with the same key has already been added" exceptions that can occur during
stress or with malformed configurations

Synchronized configuration file operations to help avoid possible race conditions when dealing with new configurations
Added GuidGuidExtensions to allow serializing a GUID to conform to RFC 4122
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Q1 & Q2 GSF Improvements

Optimization / Performance

— Double-buffered async-queuing

— Optimized measurement identity keys to require less memory
— Improved DNP3 parser / adapter

* Scaling

— High stability at 100% CPU use

— Throttled messages to the console to prevent flooding
Security

— Active directory SIDs replaced plain-text user names
— Improved configuration data base security
Configuration

— Incremental configuration loading (much quicker restart following change)
— SIEGate Manager wizard improvements

Numerous Bug Fixes
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The Substation Secure Buffered Gatewdy couples the high-performance phazor data

processing features of the ocpenPDC and the security features of SIEGate into a purpoze-built
ayzstem that iz both a substation PDC and a gateway for the secure, reliable
communication of eynchrophasor data from a substation to the confrol center.

el reauRes
Optimized and tested for uss in

Phasor Products
Under Development

the fisdd, the ubsohonS85 isa

e Substation Secure Buffered

Gateway

e Phasor Data Quality Tracker
e NSF — RTPSE
*Burns & McDonald FOA 970

GRID
PROTECTION
ALLIANCE

back office system desgned to
consume &l standsd FRiU !-ant
protomois and s=osrely transter
this dsts with Extremeshy low
Itaricy to the control cEnter. By
u== of ' hocal date anchive, the
SWEROLONEEE automaticaly fils
any cate gaas in the czntral datn
archive that could have been
crested by communicabion
ysham outnzes

Required Hardware

The substoSionsEG sxnukes on
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E4-mit computers like the

SEL 3333,

Required O3 and Services
The substationsE is intended for
deployemant using Windiows Serser
2008 {or iter). Howsver, the
Sut=tobionSeS will nun Lnder other
‘Windows operating SymeTs
Autometed gap filiing and some
sECuFity femtures nequires uss of B
cerirally hosted apenPDd, SIEGats
node oF SUBSICHONSEE.

Curmrent Release
substationSBE v 0.9
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Free Download a1
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Why use the substationsBG?

Inputs
Comprenensive phasor mput
protocol suppart including IEEE
C37.118, |EEE 1344, [EC 61850-30,
Macrodyne, SEL Fast Message and
F-Met protocois. A growing library of
other subistation protocols is
supponed inciuding DNPI.

Security
The substaton3BG can be
configured 5o that gateway-to-
gateway communicabons can be
nitiated oy from the higher secaity
zome (typically the control center)
and it is designed for deployment on
cuakhIC ed hardware so that it can
b= 3 boundary appiance to form an
ESP.

All communications between
pateways is encrypted using industry
-best Transport Layer Secuity.

Data Quality Monitoring

Performiance stafistics are logged
every 10 seconds and include
Etency, availabiity. data quality. and
fime ermors &5 well statistics on
gateway input and cutput sireams.
Data quality alarms can be
emipedosd in r2al-ime gatsway
oafput streams.

Fully Automated Gap Filling

Al data that moves throwgh the
subsfationSHG is persisted locally in
& short-term rofing archive. After 3
COmmunicatons oulage between he
substation and control center, dats
archived locally dunmg the outage
£2n oe transmitted (&t lower priorty
han resi-ime dats) back to the
contnod central to ensure thatthe
central archive-ol-recond is compists.

Local Data Re-Formatting

AN input sowces can be converted
into multiple standard phasor
outpats for use in e substation.
Down-sampling s supportsd.
Setup and Configuration
Setuep is optimized and simplified for
use in highly proceduralized
substation settings — incisding
simpiitication of processas o
establish securs connections.
The subsEionSBG provides
COMprenensive logging sendces
to improve securnity and meet
reguiatony complisnce requirements.
Sefup can be pre-configured and
securad Without the abdity for local
n.

A5 synchrophasor dste becomes more impontant to planning and resi-time operations, an interposing device
between the PAU and the control center PDC improves real-ime data reliability, aiows phasor o be used for
NERC PRIC-002 disturbance monitoring and sgnificantly improves. secunty and reduces the risk of non-
compliance with MERC secunty requirements. [n addition, the subsfaionSBG is 2 full-featured, ow-latency
substation PDC that. from an infommation architecture perspective. adds a iayer of “compute power” at the
substation level This power can be used, for exampie, to sample and locally store phasor measurements &t high
sample rates (120 samples/sec) and send down-sampled to the control center or for exampis to perform local

computations for local control.
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Other Products
and Activities

* ARMORE

e openHistorian 2.0
(TVA DatAWare Replacement)

e openXDA
e EPRI PQ Dashboard

e TVA Real-Time DFR Dashboard

*TVA Mobile Pilot
e NERC — GADS Reporting
* GOSSA
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