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1. [bookmark: _Toc439994665][bookmark: _Toc441230972][bookmark: _Toc164243847]Introduction
1.1 [bookmark: _Toc439994667][bookmark: _Toc441230973][bookmark: _Toc164243848]Purpose
This document outlines the scope and requirements of the Event Data Retrieval Pilot for Arizona Public Service Company (APS). The pilot includes installation and configuration of the openMIC application and the openXDA suite of tools to APS-hosted servers for testing during a pilot period.
1.2 [bookmark: _Toc439994670][bookmark: _Toc441230976][bookmark: _Toc164243849]Project Scope
The scope of this project includes:
· Installation of the openMIC software and openXDA suite of tools, including openXDA, System Center, Notification Pages, PQ Dashboard, PQ Browser, openSEE, and miMD.
· Configuration of installed applications to enable communication with APS-selected devices.
· Configuration of installed applications to generate notifications and reports.
· Any applicable patches to support bug fixes as necessary.
· Access to GPA support throughout pilot testing. See Appendix A for support definition.
This project does not include:
· Any GPA-procured hardware.
· Any GPA development beyond regular bug fixing.
2. [bookmark: _Toc439994673][bookmark: _Toc441230978][bookmark: _Toc164243850]Overall Description
2.1 [bookmark: _Toc439994674][bookmark: _Toc441230979][bookmark: _Toc164243851]Project Perspective
APS has requested that GPA provide software and support for an Event Data Retrieval system. This system would retrieve and analyze event data from remote microprocessor relays and alert engineers. The goal of this system is to expedite decision-making by getting the data in the engineers’ hands as quickly as possible.
GPA has been selected by APS to govern a pilot deployment of the openXDA suite of tools to provide these services. APS will test and evaluate the functionality of the suite.
2.2 [bookmark: _Toc439994677][bookmark: _Toc441230982][bookmark: _Toc164243852]Operating Environment
The system will be self-hosted by APS. APS will provide all infrastructure for the software, databases, and file shares.
Hosting requirements:
· Windows Server 2012 R2 or later, 64 bit
Pre-Installation requirements:
· .NET 4.8 or higher
· Database management system
· SQL Server 2012 or later
Hardware requirements:
· openMIC:
· System Memory
· Minimum: 8 GB
· Recommended: 16+ GB
· CPU
· Minimum: 2 cores, 2 GHz
· Recommended: 4+ cores, 3+ GHz
· Free Local Storage Space
· Less than 2 GB
· openXDA:
· System Memory
· Minimum: 4 GB plus 1 GB per CPU core
· Recommended: 16 GB
· CPU
· No minimum requirement
· Free Local Storage Space
· Up to 10 MB per day for log files
· Database Storage Space
· ~50 GB per year per 100 PQ meters
· SMTP Server
Networking requirements:
· openMIC:
· TCP 8089 for web admin
· openXDA:
· TCP 8989 for web admin
2.2.1 Pilot Network Diagram
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2.3 [bookmark: _Toc439994679][bookmark: _Toc441230984][bookmark: _Toc164243853]User Documentation and Support
APS will be provided maintenance and support for the duration of the pilot, in accordance with GPA’s business day support policy detailed in Appendix A.
APS project stakeholders will be provided with logins to GPA’s online support portal, where they can submit and track issues and requests and will find available documentation on the applications. Links and pdf copies can be provided upon request.
APS will also be provided with the dedicated support phone number and email address as additional avenues of communication. 
3. [bookmark: _Toc439994682][bookmark: _Toc441230986][bookmark: _Toc164243854]Requirements
[bookmark: _Toc164243855]3.1 GPA Response to APS Project Requirements



[bookmark: _Toc164243856]Appendix A: GPA Product Maintenance

Annual Grid Protection Alliance, Inc., (GPA) Product Maintenance 
With an annual product maintenance agreement, GPA agrees to: 
· Provide support for all instances of the products specified in the associated quote including test, acceptance, and production. 
· Provide notice of significant bug fixes and new product releases. 
· Provide support for the application of patches or the migration to new versions of the product. 
· Make GPA staff available for consultation and problem resolution. 
· Provide access to a private, problem‐reporting web site (separate from GPA's public, open‐source problem reporting) to open maintenance tasks and allow tracking of these tasks to completion. 
· Establish a process to escalate problem resolution, should it be necessary. 
· Grant the maintenance contract owner a priority voice in establishing a ranking list for new features to be included in subsequent product releases. 
· Provide the maintenance contract owner with two free registrations to the annual GPA User’s Forum, during the term of the maintenance agreement.
Business Day Support (10 hours x 5 days) 
· GPA personnel will be available for e‐mail and telephone support during normal GPA business hours which are Monday through Friday, 8:00 a.m. until 6:00 p.m., eastern time, with the exclusion of six holidays ‐‐ New Year’s Day, Memorial Day, Fourth of July, Labor Day, Thanksgiving, and Christmas. 
· During GPA business hours, GPA on‐call staff will respond immediately, whenever possible; but, in any event, GPA staff will reply within 30 minutes by telephone call or e‐mail to acknowledge receipt of a support request and initiation of work on the issue. 
· A 24‐hours x 7‐days support telephone number will be provided for hours outside of those covered by the 10‐hours x 5‐days maintenance services. GPA will endeavor to provide this after‐business‐hours support (subject to the availability of GPA personnel) at 150 percent of GPA’s standard consulting rates with a 4‐hour minimum charge. 
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APS Requirements

		#		Function		Internal Reference Section		ID		Event Data Retrieval Requirements 		MoSCoW Prioritization		Yes/ No		If Yes, Please Explain

		1		Function		BFR-05		1		The Distribution Management System (DMS) will automatically retrieve event records from digital relays. 		Must have

		2		Function		BFR-06		2		The DMS will automatically retrieve event records from fault recorders. 		Must have

		3		Function		BFR-07		3		The DMS will automatically retrieve transient records from digital relays. 		Must have

		4		Function		BFR-08		4		The DMS will automatically retrieve transient records from fault recorders. 		Must have

		5		Function		BFR-09		5		The DMS will automatically store event records from digital relays. 		Must have

		6		Function		BFR-10		6		The DMS will automatically store event records from fault recorders. 		Must have

		7		Function		BFR-11		7		The DMS will automatically store transient records from digital relays. 		Must have

		8		Function		BFR-12		8		The DMS will automatically store transient records from fault recorders. 		Must have

		9		Function		BFR-13		9		The DMS will automatically analyze event records from digital relay (Fault Location from Two Terminal Line).		Could have

		10		Function		BFR-14		10		The DMS will automatically analyze event records from fault recorders (Fault Location from Two Terminal Line). 		Could have

		11		Function		BFR-15		11		The DMS will automatically analyze transient records from digital relays (Fault Location from Two Terminal Line). 		Could have

		12		Function		BFR-16		12		The DMS will automatically analyze transient records from fault recorders. 		Could have

		13		Function		BFR-17		13		The DMS will automatically push email notifications of event records from digital relays to System Operators. 		Must have

		14		Function		BFR-18		14		The DMS will automatically push email notifications of event records from fault recorders to System Operators. 		Must have

		15		Function		BFR-19		15		The DMS will automatically push email notifications of transient records from digital relays to System Operators. 		Must have

		16		Function		BFR-20		16		The DMS will automatically push email notifications of transient records from fault recorders to System Operators. 		Must have

		17		Function		BFR-21		17		The DMS will automatically push text notifications of event records from digital relays to System Operators. 		Must have

		18		Function		BFR-22		18		The DMS will automatically push text notifications of event records from fault recorders to System Operators. 		Must have

		19		Function		BFR-23		19		The DMS will automatically push text notifications of transient records from digital relays to System Operators. 		Must have

		20		Function		BFR-24		20		The DMS will automatically push text notifications of transient records from fault recorders to System Operators. 		Must have

		21		Function		BFR-25		21		The DMS will automatically push email notifications of event data to a defined set of On-call Duty System Protection Engineers.		Must have

		22		Function		BFR-26		22		The DMS will automatically push email notifications of fault location data to a defined set of On-call Duty System Protection Engineers.		Must have

		23		Function		BFR-27		23		The DMS will automatically push text notifications of event data to a defined set of On-call Duty System Protection Engineers.		Must have

		24		Function		BFR-28		24		The DMS will automatically push text notifications of fault location data to a defined set of On-call Duty System Protection Engineers.		Must have

		25		Function		BFR-29		25		The DMS will automatically push email notifications of event data to a defined set On-call Duty ECC Operators.		Must have

		26		Function		BFR-30		26		The DMS will automatically push email notifications of fault location data to a defined set of On-call Duty ECC Operators.		Must have

		27		Function		BFR-31		27		The DMS will automatically push text notifications of event data to a defined set of On-call Duty ECC Operators.		Must have

		28		Function		BFR-32		28		The DMS will automatically push text notifications of fault location data to a defined set of On-call Duty ECC Operators.		Must have

		29		Function		BFR-33		29		The DMS will automatically push email notifications of event data to a defined set of On-call Duty DOC Personnel.		Must have

		30		Function		BFR-34		30		The DMS will automatically push email notifications of fault location data to a defined set of On-call Duty DOC Personnel.		Must have

		31		Function		BFR-35		31		The DMS will automatically push text notifications of event data to a defined set of On-call Duty DOC Personnel.		Must have

		32		Function		BFR-36		32		The DMS will automatically push text notifications of fault location data to a defined set of On-call Duty DOC Personnel.		Must have

		33		Function		BFR-37		33		The DMS will automatically push email notifications of event data to a defined set of On-call Duty System Health Engineers.		Must have

		34		Function		BFR-38		34		The DMS will automatically push email notifications of fault location data to a defined set of On-call Duty System Health Engineers.		Must have

		35		Function		BFR-39		35		The DMS will automatically push text notifications of event data to a defined set of On-call Duty System Health Engineers.		Must have

		36		Function		BFR-40		36		The DMS will automatically push text notifications of fault location data to a defined set of On-call Duty System Health Engineers.		Must have

				Non-Functional				37		Notifications sent out with 10 minutes of event occuring		Must have

		37		Function		BFR-41		38		The DMS will enable remote access to microprocessor relays via Conventional access type.

---------------
•   TAPI connection

An engineer will have access to relays or IEDs connected to that device.		Must have

		38		Function		BFR-42		39		The DMS will enable remote access to microprocessor relays via Access Type 1.

---------------
•  SSH connection

An engineer will have access to all relays at the site.		Could have

		39		Function		BFR-43		40		The DMS will enable remote access to microprocessor relays via Access Type 2.

---------------
•  SSH connection

An engineer will have access to the relays at the site.		Could have

		40		Function		BFR-44		41		The DMS will enable remote access to microprocessor relays via Access Type 3.

---------------
•  Telnet connection

An engineer will have access to relays or IEDs connected to that device.		Could have

		41		Function		BFR-45		42		The DMS will enable remote access to microprocessor relays via Access Type 4.

---------------
•  PowerWAN network (PowWAN)
•  SSH connection 

An engineer will have access to all relays.		Should have

		42		Function		BFR-46		43		The DMS will enable remote access to microprocessor relays via Access Type 5

---------------
•  PowerWAN network
•  Telnet connection 

An engineer will have access to the relays.		Could have

		43		Function		BFR-47		44		The DMS will enable remote access to microprocessor relays via Access Type 6.

---------------
•  CIMZ network
•  SSH connection

An engineer will have access to the relays.		Must have

		44		Function		BFR-48		45		The DMS will enable remote access to microprocessor relays via Access Type 7.

---------------
•  CIMZ network
•  Telnet connection

An engineer will have access to relays or IEDs connected to that device.		Must have

		45		Function		BFR-49		46		The DMS will enable remote access to microprocessor relays via Engineering Access Via SEL-3620.

---------------
•  Authentication through LDAP

An engineer will have Read only, Read/Write, or Admin access to relays (CIP assets). In non-CIP substations, the SEL-3620 will authenticate individual access through a shared admin account before granting them access to relays.
		Must have

		46		Function		BFR-50		47		The DMS will allow a server to have access to all PWAN network connected event recording devices. 
		Should have

		47		Function		BFR-51		48		The DMS will allow a server to have access to all SPNET network connected event recording devices.		Must have

		48		Function		BFR-52		49		The DMS will allow a server to have access to all NGN network connected event recording devices.		Must have

		49		Function		BFR-53		50		The DMS will allow a server to have access to all CIMZ network connected event recording devices. 		Must have

				Non-Functional		BNFR-01		51		The DMS will allow a server to retain event data for a minimum of one year. Ability to export event data		Must have

				Non-Functional				52		Archive data 5-10 years		Should have

				Function		BFR-54		53		The DMS will monitor connectivity between the DMS, relays, and Digital Fault Reporters (DFRs) in the field.		Must have

				Function		BFR-55		54		The DMS will alarm when there is no connectivity between the DMS, relays and DFRs in the field.		Must have

				Function		BFR-56		55		The DMS will enable “listen” mode configuration when collecting event records. 		Could have

				Function				56		Push notification for any loss of connectivity alarming within the DMS - email/text - relays/DFRs		Must have

				Function				57		The DMS will have a hierarchy that matches the PowerBase hierarchy (Substation name > feeder number > operating number).		Must have

				Function		BFR-58		58		The DMS will allow a server to identify if a specific asset (distribution feeder device(s), 69 KV line, etc). is effected by a Non-Fault Event.
		Must have

				Function		BFR-61		59		The event data retrieved by the DMS includes the date of an event.
The DMS will parse data and display date and time of the event		Should have

				Function		BFR-62		60		The event data retrieved by the DMS includes the time of an event.		Should have

				Function		BFR-71		61		The DMS will have the ability to organize data into folders based on a descending hierarchy of substation, asset, device.		Must have

				Function		BFR-72		62		The DMS will pull event data from devices from a variety of manufacturers.		Must have

				Function		BFR-73		63		The system will allow a server to identify if a specific  distribution feeder device(s) is effected by an [additional event types] Event.		Must have

				Function		BFR-74		64		The system will allow a server to identify if a specific  distribution feeder device(s) is effected by a [event type].		Must have

				Function		BFR-75		65		The system will allow for a Wordbits element to be engaged that triggers tripping of device.		Must have

				Function		BFR-76		66		The system will allow for a 50P element to be engaged that triggered tripping of device ground elements.		Must have

				Function		BFR-77		67		The system will allow for a 51P element to be engaged that triggers tripping of device ground elements.		Must have

				Function		BFR-78		68		The system will allow for a time-overcurrent element engaged that triggers tripping of device.		Must have

				Function		BFR-79		69		The system will allow for a instantaneous element engaged that triggers tripping of device. 		Must have

				Function		BFR-80		70		The system will allow for a Single Phase fault type Line to Ground, LG combination to be engaged that triggers tripping of device		Must have

				Function		BFR-81		71		The system will allow for a Two Phase, Phase to Phase, fault type Line to Line (LL) combination, to be engaged that triggers tripping of device		Must have

				Function		BFR-82		72		The system will allow for a Two Phase, Phase to Phase, fault type Line to Line (LL) combination, to be engaged that triggers tripping of device		Must have

				Function		BFR-83		73		The system will allow for a Three Phase Fault Type, Line to Line to Line (LLL) combination, to be engaged that triggers tripping of device		Must have

				Function		BFR-84		74		The system will allow for a Three Phase Fault Type, Line to Line to Ground (LLG) combination, to be engaged that triggers tripping of device		Must have

				Function		BFR-85		75		Ability to search past events based on any of the available data.		Must have

				Function		BFR-86		76		Ability to filter past events based on any of the available data.		Must have

				Function		BFR-87		77		The system will send a report by the following day at 9 am AZ Time when an event has occurred.		Could have

						BFR-88		78		Ability to generate a report with specified information		Must have

						BFR-89		79		The DMS will enable a minimum of 6 concurrent users.		Must have

						BFR-90		80		The DMS will have the ability to create different user types.		Could have

						BFR-94		81		REST Interface supported		Should have

						BFR-95		82		API Interface		Should have

						BFR-98		83		The DMS will retrieve Sequence of Events (SOE) data SER.txt file pull equivalent file		Must have

						BFR-99		84		The DMS will retrieve Fault reports HIS.txt file.		Must have

						BFR-100		85		The DMS will retrieve Oscillography files .eve (SEL Syncrowave) file.		Must have

						BFR-103		86		The DMS will have the ability to be configured to “polling” mode.		Should have

						BFR-104		87		When DMS is configured to “polling” mode polling interval will be programmable.		Should have

						BFR-105		88		The DMS will be capable of performing transmission fault location analytics.		Should have

						BFR-106		89		The software will enable two terminal fault location methodology.		Should have

								89

								90

								91

								92

								93

								94

								95

								96

								97

								98

								99

								100

								101

								102

								103

								104

								105

								106

								107

								108

								109

								110

								111

								112

								113

								114

								115

								116

								117

								118

								119

								120

								121

								122

								123

								124

								125

								126

								127

								128

								129

								130

								131

								132

								133

								134

								135

								136

								137

								138

								139

								140

								141

								142

								143

								144

								145

								146

								147

								148

								149

								150

								151

								152

								153

								154

								155

								156

								157

								158

								159

								160

								161

								162

								163

								164

								165

								166

								167

								168

								169

								170

								171

								172

								173

								174

								175

								176

								177

								178

								179

								180

								181

								182

								183

								184

								185

								186





AutoEventReqs

		#		BR Type		Internal Reference Section		ID		Event Data Retrieval Requirements 		MoSCoW Prioritization		Yes/ No		If Yes, Please Explain

		1		BFR-01		Function		1		The Automatic Event Retrieval System (AERS) will automatically retrieve event records from digital relays. 		Must have		Yes		openMIC can retrieve event and transient records from relays, and DFRs.

		2		BFR-02		Function		2		The AERS will automatically retrieve event records from fault recorders. 		Must have		Yes		openMIC can retrieve event and transient records from relays, and DFRs.

		3		BFR-03		Function		3		The AERS will automatically retrieve transient records from digital relays. 		Must have		Yes		openMIC can retrieve event and transient records from relays, and DFRs.

		4		BFR-04		Function		4		The AERS will automatically retrieve transient records from fault recorders. 		Must have		Yes		openMIC can retrieve event and transient records from relays, and DFRs.

		5		BFR-05		Function		5		The AERS will pull event data from devices from a variety of manufacturers.		Must have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		6		BFR-06		Function		6		The AERS will automatically store event records from digital relays. 		Must have		Yes		Record storage location is configurable to any location the service has been granted access.

		7		BFR-07		Function		7		The AERS will automatically store event records from fault recorders. 		Must have		Yes		Record storage location is configurable to any location the service has been granted access.

		8		BFR-08		Function		8		The AERS will automatically store transient records from digital relays. 		Must have		Yes		Record storage location is configurable to any location the service has been granted access.

		9		BFR-09		Function		9		The AERS will automatically store transient records from fault recorders. 		Must have		Yes		Record storage location is configurable to any location the service has been granted access.

		10		BFR-10		Function		10		The AERS will automatically push email notifications of event records from digital relays to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		11		BFR-11		Function		11		The AERS will automatically push email notifications of event records from fault recorders to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		12		BFR-12		Function		12		The AERS will automatically push email notifications of transient records from digital relays to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		13		BFR-13		Function		13		The AERS will automatically push email notifications of transient records from fault recorders to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		14		BFR-14		Function		14		The AERS will automatically push text notifications of event records from digital relays to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		15		BFR-15		Function		15		The AERS will automatically push text notifications of event records from fault recorders to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		16		BFR-16		Function		16		The AERS will automatically push text notifications of transient records from digital relays to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		17		BFR-17		Function		17		The AERS will automatically push text notifications of transient records from fault recorders to System Operators. 		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		18		BFR-18		Function		18		The AERS will automatically push email notifications of event data to a defined set of On-call Duty System Protection Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		19		BFR-19		Function		19		The AERS will automatically push email notifications of fault location data to a defined set of On-call Duty System Protection Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		20		BFR-20		Function		20		The AERS will automatically push text notifications of event data to a defined set of On-call Duty System Protection Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		21		BFR-21		Function		21		The AERS will automatically push text notifications of fault location data to a defined set of On-call Duty System Protection Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		22		BFR-22		Function		22		The AERS will automatically push email notifications of event data to a defined set On-call Duty ECC Operators.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		23		BFR-23		Function		23		The AERS will automatically push email notifications of fault location data to a defined set of On-call Duty ECC Operators.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		24		BFR-24		Function		24		The AERS will automatically push text notifications of event data to a defined set of On-call Duty ECC Operators.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		25		BFR-25		Function		25		The AERS will automatically push text notifications of fault location data to a defined set of On-call Duty ECC Operators.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		26		BFR-26		Function		26		The AERS will automatically push email notifications of event data to a defined set of On-call Duty DOC Personnel.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		27		BFR-27		Function		27		The AERS will automatically push email notifications of fault location data to a defined set of On-call Duty DOC Personnel.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		28		BFR-28		Function		28		The AERS will automatically push text notifications of event data to a defined set of On-call Duty DOC Personnel.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		29		BFR-29		Function		29		The AERS will automatically push text notifications of fault location data to a defined set of On-call Duty DOC Personnel.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		30		BFR-30		Function		30		The AERS will automatically push email notifications of event data to a defined set of On-call Duty System Health Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		31		BFR-31		Function		31		The AERS will automatically push email notifications of fault location data to a defined set of On-call Duty System Health Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		32		BFR-32		Function		32		The AERS will automatically push text notifications of event data to a defined set of On-call Duty System Health Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		33		BFR-33		Function		33		The AERS will automatically push text notifications of fault location data to a defined set of On-call Duty System Health Engineers.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		34		BFR-34		Function		34		The AERS will monitor connectivity between the AERS, relays, and Digital Fault Recorder (DFRs) in the field.		Must have		Yes		Connectivity is reported each polling cycle.

		35		BFR-35		Function		35		The AERS will alarm when there is no connectivity between the AERS, relays and DFRs in the field.		Must have		Yes		Alarms can be configured for a variety of conditions, including connectivity, configuration changes, and diagnostics.

		36		BFR-36		Function		36		The AERS will enable push notification for any loss of connectivity alarming within the AERS to relays via email.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		37		BFR-37		Function		37		The AERS will enable push notification for any loss of connectivity alarming within the AERS to relays via text.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		38		BFR-38		Function		38		The AERS will enable push notification for any loss of connectivity alarming within the AERS to DFRs via email.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		39		BFR-39		Function		39		The AERS will enable push notification for any loss of connectivity alarming within the AERS to DFRs via text.		Must have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		40		BFR-40		Function		40		The AERS will have the ability to organize data into folders based on a descending hierarchy of substation > asset > device.		Must have		Yes		Folder heirarchy is configurable.

		41		BFR-41		Function		41		The AERS will enable a support link to be accessed by specific applications that grant access to the system directly.		Must have		Yes		Access management is done through Azure/Microsoft AD, hosted and controlled by APS.

		42		BFR-42		Function		42		The AERS will enable search of past events based on any of the available data.		Must have		Yes		PQ Browser allows a search/browse of events based on filters of available event data.

		43		BFR-43		Function		43		The AERS will filter past events based on any of the available data.		Must have		Yes		PQ Browser allows a search/browse of events based on filters of available event data.

		44		BFR-44		Function		44		The AERS will generate a report with specified information.		Must have		Yes		Various reports can be exported, and the Notification platform can be configured to generate scheduled reports that are either sent as emails or saved as files to a designated file share.

		45		BFR-45		Function		45		The AERS will enable mutliple users to connect concurrently.		Must have		Yes		There is no systematic limit on the number of concurrent users.

		46		BNFR-01		Non-Functional		46		The AERS will allow a server to retain event data for 5-10 years.		Must have		Yes		There is no default storage limit or expiration.

		47		BFR-46		Function		47		The AERS will retrieve Sequence of Events (SOE) data SER.txt file or equivalent file.		Must have		Yes		openMIC can be configured to retrieve SOE, Fault report, and Oscillography files

		48		BFR-47		Function		48		The AERS will retrieve Fault reports HIS.txt file or equivalent file.		Must have		Yes		openMIC can be configured to retrieve SOE, Fault report, and Oscillography files

		49		BFR-48		Function		49		The AERS will retrieve Oscillography files .eve (SEL Syncrowave) file or equivalent file.		Must have		Yes		openMIC can be configured to retrieve SOE, Fault report, and Oscillography files

		50		BFR-49		Function		50		The AERS will enable remote access to microprocessor relays via "Conventional Access Type".		Must have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		51		BFR-50		Function		51		The AERS will enable remote access to microprocessor relays via "Access Type 6".		Must have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		52		BFR-51		Function		52		The AERS will enable remote access to microprocessor relays via "Access Type 7".		Must have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		53		BFR-52		Function		53		The AERS will allow a server to have access to all "SPNET network" connected event recording devices.		Must have		Yes		Applications are self-hosted so server and network access is managed by applicable policy enforcement.

		54		BFR-53		Function		54		The AERS will allow a server to have access to all "NGN network" connected event recording devices.		Must have		Yes		Applications are self-hosted so server and network access is managed by applicable policy enforcement.

		55		BFR-54		Function		55		The AERS will allow a server to have access to all "CIMZ network" connected event recording devices. 		Must have		Yes		Applications are self-hosted so server and network access is managed by applicable policy enforcement.

		56		BFR-55		Function		56		The AERS will parse data and display date of the event.		Should have		Yes		openXDA parses the data retrieved from the event record, including the date and time of the event, which are displayed in all of the suite's visualization tools.

		57		BFR-56		Function		57		The event data retrieved by the AERS includes the time of an event.		Should have		Yes		openXDA parses the data retrieved from the event record, including the date and time of the event, which are displayed in all of the suite's visualization tools.

		58		BFR-57		Function		58		The AERS will have the ability to be configured to “polling” mode.		Should have		Yes		openMIC "polls" a device and retrieves records when new records are available.

		59		BFR-58		Function		59		When AERS is configured to “polling” mode polling interval will be programmable.		Should have		Yes		Polling setting schemas are configurable and able to be applied to devices en masse.

		60		BFR-59		Function		60		The AERS will be capable of performing transmission fault location analytics.		Should have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		61		BFR-60		Function		61		The AERS will enable support of the API Interface.		Should have		Yes

		62		BFR-61		Function		62		The AERS will enable two terminal fault location methodology.		Should have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		63		BFR-62		Function		63		The AERS will enable remote access to microprocessor relays via "Access Type 4".		Should have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		64		BFR-63		Function		64		The AERS will allow a server to have access to all "PWAN network" connected event recording devices. 
		Should have		Yes		Applications are self-hosted so server and network access is managed by applicable policy enforcement.

		65		BFR-64		Function		65		The AERS will automatically analyze event records from digital relay (Fault Location from Two Terminal Line).		Could have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		66		BFR-65		Function		66		The AERS will automatically analyze event records from fault recorders (Fault Location from Two Terminal Line). 		Could have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		67		BFR-66		Function		67		The AERS will automatically analyze transient records from digital relays (Fault Location from Two Terminal Line). 		Could have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		68		BFR-67		Function		68		The AERS will automatically analyze transient records from fault recorders. 		Could have		Yes		openXDA performs a variety of analytics on retrieved event data, including fault location and two terminal fault location.

		69		BFR-68		Function		69		The AERS will enable remote access to microprocessor relays via "Access Type 1".		Could have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		70		BFR-69		Function		70		The AERS will enable remote access to microprocessor relays via "Access Type 2".		Could have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		71		BFR-70		Function		71		The AERS will enable remote access to microprocessor relays via" Access Type 3".		Could have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		72		BFR-71		Function		72		The AERS will enable remote access to microprocessor relays via "Access Type 5".		Could have		Yes		openMIC supports polling over a variety of connection types, including a number of proprietary protocols.

		73		BFR-72		Function		73		The AERS will enable “listen” mode configuration when collecting event records. 		Could have		Yes		openMIC "polls" a device and retrieves records when new records are available.

		74		BNFR-02		Non-Functional		74		The AERS will send a report of captured event data by the following day at 9 am AZ Time when an event has occurred.		Could have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		75		BNFR-03		Non-Functional		75		The AERS will support role based user access.		Could have		Yes		Support for database, Windows, and Azure AD authentication.

		76		BNFR-04		Non-Functional		76		The AERS will enable support of the REST Interface.		Could have		Yes

		77		BNFR-05		Non-Functional		77		The AERS will send notifications within a maximum 10 mins.		Could have		Yes		Notifications (email and text, scheduled and triggered) can be configured and subscribed to (both assigned by admins and via self-subscription).

		78		BNFR-06		Non-Functional		78		The AERS will enable export of event data.		Must have		Yes		Event data can be exported in CSV, PQDIF, or PQDS format.
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